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Keywords: Non-Fungible Tokens (NFTs) have quickly become an important part of the blockchain economy, theoretically

Ethics representing ownership of a digital asset registered on a public blockchain such as Ethereum. While several

Blockchain applications of this technology exist, the key underlying factor in NFTs’ success is in their potential for invest-

Non-fungible tokens . . . .. . . .

NFTs ment — buying, selling, and trading the digital assets such as artwork or video game items using cryptocurrency.
The rise and mid-2022 crash of NFT and associated crypto markets have shown the volatility of the sector, and
questions have been raised around the sustainability, environmental impact, and exploitative practices within
this space — and whether there are, in fact, any possible socially responsible use cases for NFTs. This paper aims to
fill a gap in the literature surrounding NFTs, primarily through a thorough ethical analysis of the technology and
its implementation, deployment, and sustainability. To do this, it uses the Association of Computing Machinery’s
Code of Ethics and Professional Conduct as a framework for analysis and, following this analysis, makes some
recommendations for those wishing to investigate and/or implement NFTs in an ethically responsible manner.
The key message is that unless there is absolutely no other way to solve a problem other than using NFTs, then
they should not be implemented, as there is currently no ethical use case or means of implementation of NFTs.

Introduction

Non-Fungible Tokens (NFTs) have skyrocketed into the public eye in
the last couple of years: one of the more visible transactions was when
digital artist Beeple sold an artwork through auction house Christie’s for
USD$69 million at their first ever NFT auction sale (Kastrenakes,
2021a). Prior to this, most NFT sales had been of Internet “memes” such
as “Nyan Cat” (NyanCat, 2021) and the “deal with it” sunglasses meme.
These had sold for large amounts of money within a space mostly
populated by meme-loving tech people, but the legitimisation that
Christie’s gave the sale of Beeple’s work propelled the discussion
directly from niche technological spaces into the mainstream art world
and general media. According to Erskine (2022), there are USD$10-20
m worth of NFTs sold on the blockchain each week, with most NFTs
selling for under $300. This valuation is volatile, however, as the value
of the underlying cryptocurrency the NFTs are sold for can fluctuate
significantly between making the sale on the blockchain and cashing out
the cryptocurrency into fiat. Regardless, increasing numbers of NFT
“drops” (sales of new collections) are being published to markets such as
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OpenSea,’ and being promoted by celebrities such as Paris Hilton,
Jimmy Fallon, and more (Morse, 2022). NFTs are also seen to be one of
the key building blocks of “Web3”, the blockchain-enabled decentralised
vision of what might be a next generation World Wide Web (Edelman,
2021).

The interest in NFTs has also boosted interest in cryptocurrencies. In
particular, the cryptocurrency ETH, on the Ethereum blockchain, is the
key facilitator of most NFT sales. Limitations of the Ethereum blockchain
(discussed below) have given rise to a number of alternatives, in the
form of “side chains” such as Polygon,” or separate blockchains such as
Solana.® Proponents argue that NFTs are a reasonable investment op-
portunity, much like the physical art market, and one that allows artists
to reap royalties from future sales of their art. Critics argue that
“ownership” of crypto art is relatively meaningless as the “owner” does
not hold the copyright, and anyone can still look at, download, print off
or otherwise see and interact with the art; thus what is being bought is
bragging rights, or membership of a community (Hertzmann, 2021).
Others argue that NFT artists are being ripped off, with many being
sourced from low-income countries and paid a minimal fee in a new “gig
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economy” (Stokel-Walker, 2022). One of the highest selling NFT col-
lections, the Bored Ape Yacht Club, barely even acknowledges the
original artists involved in creating the collection; lead designer Seneca
now “urges aspiring creators to make sure they understand NFTs”
(Hissong, 2022) and to ask for royalties — something she did not. NFTs
have also been the subject of high profile scams, fraud claims, “rug
pulls”, wash trading, insider trading, and other questionable behaviour —
as documented by sites such as Molly White’s “Web3 is going just great”
website which charts the “enormous grift” in blockchain related tech-
nologies (White, 2022a). Meanwhile, the underlying cryptocurrencies
are also heavily promoted and criticised — proponents leaning on the
decentralised, trustless nature of the system allowing for easy payments
outside of traditional institutions such as banks (Farrington, 2021);
critics pointing out the lack of regulation, lack of recourse for theft or
fraud, and concerns around the “pyramid” style system required to
ensure capital flow through the systems (Kelly, 2021).

Other concerns around NFTs concern the high environmental costs.
Up until Ethereum’s 2.0 release (“the Merge”) in September 2022
(Ethereum.org, 2022), a single Ethereum transaction consumed more
than 238.22 kWh (Statista, 2022). The annual Ethereum energy use was
comparable to the power consumption of The Netherlands (de Vries,
2022), and was only set to increase, but due to the Merge, it has pivoted
to a lower energy-consuming approach, explained below. As this change
only happened during the review process, much of the discussion of
environmental concerns below apply to the pre-Merge version of
Ethereum. Since there have also been discussions amongst Ethereum
miners post-Merge about creating a new Ethereum or another
NFT-hosting blockchain using the old approach, this paper will retain
the discussion around the environmental impact of NFTs on
Proof-of-Work blockchains (Harper, 2022).

Meanwhile, the promotion of NFTs and their associated crypto-
currencies continues to increase, regardless of the criticisms over the
social, ethical, and environmental impact of these technologies. This
paper adds to this discourse by examining NFT technologies against the
Association for Computing Machinery’s (ACM) Code of Ethics; a code of
ethics and professional conduct for computing professionals, rewritten
in 2018 by Gotterbarn et al. (2018). The ACM is the largest and oldest
professional organisation in the computing and technology field, and
has a longstanding commitment to ethical conduct (Association for
Computing Machinery, 2022). It is likely that some, if not many, prac-
titioners in the area of blockchain technologies are members of the ACM,
therefore they are subject to this ethical code; regardless, it provides a
reasonable benchmark and set of considerations for ethical behaviour
within the field (as discussed in the Analysis Framework section).

This paper firstly explains the technology behind NFTs; critically
analyses the social and ethical impact of blockchain technology and
cryptocurrencies and NFTs against the ACM’s Code of Ethics; finally it
provides some recommendations for policy-makers, potential investors,
and others wishing to get involved in NFTs. It is worth noting that the
crypto space (blockchain, cryptocurrencies, NFTs, and other blockchain
technologies) is still a rapidly emerging set of technologies, subject to
volatility in development, spending, and uptake. Thus, while academic
papers have been referenced to wherever possible, a lot of the cutting
edge work in both development and criticism of these technologies is
largely in the non-peer-reviewed “grey literature” and commercial
media such as blogs, online newspaper articles, and whitepapers.

Background

To understand the social and ethical impacts of NFTs, it is firstly
important to understand the infrastructure upon which NFTs are
created, bought, and sold.

Blockchain and cryptocurrency

A blockchain is a distributed ledger that records all transactions
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made. It is publicly available, and duplicated across multiple computers
(peers) which validate the transactions made in order to prevent
fraudulent updates of the ledger. To a large degree, it is essentially an
immutable public, distributed database with verified entries that cannot
be updated or removed, just added to. The block is an entry (with some
data and a unique hash assigned to it); the chain is the way these blocks
are linked together — each block contains the hash from the previous
block (Nakamoto, 2008). This provides the security mechanism to know
that no errant entries have been made into the blockchain and the
trustworthiness associated with that (Sriman et al., 2021).

There are different types of blockchains, differentiated mainly on
how the entries are validated. Validation occurs through peer consensus.
One peer will act as the validator, and the others will double check the
validation action; if correct, the validator will receive a reward of
cryptocurrency specific to that chain; if incorrect (e.g. attempting to
insert false data), the validator will lose their reward and whatever they
have put toward validating (this depends on which kind of chain it is).
How the peers are chosen to be validators, and what they put up to
become the validator are the distinguishing factors between different
types of blockchains. For example, in Proof-of-Work (PoW) chains such
as Bitcoin and pre-Merge Ethereum, peers compete with one another to
solve increasingly complex mathematical puzzles for a cryptocurrency
reward (Ethereum.org 2022a; Nakamoto, 2008). Since the hardware to
solve these puzzles uses a lot of energy, there is an incentive both in the
reward and in the cost of that energy use to not falsify the answer; the
increase in difficulty of these puzzles and thus the energy cost to solve
them is a built in feature of the blockchain, aimed at restricting inflation
(Sriman et al., 2021). Pre-Merge, energy costs for a single Ethereum
transaction stood at 238.22 kWh, compared with 148.63 kWh for 100,
000 VISA transactions (de Best, 2022a); Bitcoin is even worse at
2258.49 kWh per transaction (de Best, 2022b). For Bitcoin, and other
Proof-of-Work blockchains, these numbers will only continue to rise as
well, given the requirement for the puzzles to increase in difficulty over
time.

For Proof-of-Stake (PoS) chains such as Tezos,” Cardano,® Solana,’
and the recent Ethereum 2.0 PoS implementation’ instead of using
computing power to compete for validation claims, peers put forward an
amount of the native cryptocurrency for the blockchain (the ‘stake’) and
an algorithm chooses from the list of stakers in proportion to the value of
their cryptocurrency holdings (this exact decision-making algorithm can
change slightly depending on the blockchain) (Tasca & Tessone, 2019).
For example, in Ethereum’s post-Merge PoS implementation, validators
have to stake 32 ETH (Ethereum’s cryptocurrency), or become part of a
staking pool that can make up the 32 ETH from multiple participants. A
random staker is awarded the task of validating the transaction, so the
more entries of 32 ETH stakes a single person puts forward, the more
likely they are to be picked. Other peers then double check the work of
the validator; the validator receives their stake back along with a reward
of more ETH if the validation is approved. If there are problems with the
validation of the transaction, for example, if the validator tries to
manipulate the result, that staker will lose their ETH stake. This provides
a high level of security without needing the specialist hardware required
for validating Proof-of-Work blockchains (Ethereum.org 2022b).

Security concerns still exist for both PoS and PoW blockchains,
mostly through consolidation of mining (PoW) or staking (PoS) by a
small number of people. If a particular pool of miners or stakers takes
over more than 51% of the cryptocurrency there is an opening for them
to reverse or halt transactions, or to double-spend coins (Frankenfield,
2021). However, in PoS blockchains, this is considered to be more risky
than in PoW, as it would be very expensive to execute, and would also
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likely cause the value of the cryptocurrency to drop. Indeed, in an
instance where this opportunity opened in Bitcoin, the miners instead
co-operated altruistically rather than take advantage of this exploit
(Blackburn et al., 2022). However, this altruism was not replicated in
newer PoW blockchains: because mining is linked to hardware re-
quirements and there are significant chip shortages (Sweney, 2021), the
hardware requirements of POW could prevent competitive mining pools
from emerging at all. This has already happened with several PoW-based
blockchains, including Bitcoin SV (Bambrough, 2021).

These underlying blockchain ledgers theoretically allow for safe and
secure transactions of the native cryptocurrencies and other blockchain
entities (including NFTs) involved without the need for those trans-
ferring to trust the party at the other end of the transfer. Crypto-
currencies can be bought and sold without parties needing to take part in
the validation exercises; due to the unregulated nature of the blockchain
and the fact that cryptocurrencies have no intrinsic value, they are
inherently speculative in value, in that the value is determined by the
supply of cryptocurrency available for sale and the demand for that
cryptocurrency (Lapin, 2021). This attracts investors who are not
interested in using the cryptocurrency as an actual currency, but to “use
it as a hedge against inflation, or as an investment vehicle” (Lapin,
2021). This effect is so pronounced in cryptocurrency that Elon Musk’s
tweets about Bitcoin and Dogecoin significantly affected the price of
both these coins on multiple occasions (Bambrough, 2022; Molla, 2021).
Significant crashes of cryptocurrencies in mid-2022 caused high losses
amongst those less savvy in the most effective way to play the crypto
“game”, and particularly later investors that might have been inspired
by media hype and celebrity endorsement (Yaffe-Bellany et al., 2022).
Despite this volatility, eager investors continue to jump on — or hold on
to — the cryptocurrency bandwagon, hoping to make it big, to catch the
next big coin at an early stage (Alzahrani & Daim, 2019), or to recoup
losses made in large crashes (Binder, 2022a).

Critique of blockchain technology (Dierksmeier & Seele, 2020;
Golumbia, 2016, 2020; Tang et al., 2019; Walch, 2015) and researching
the blockchain (DuPont, 2021) have so far primarily focused on cryp-
tocurrencies and underlying blockchain technology rather than NFTs
specifically, or do not stem from an ethical-philosophical framework (as
identified by Hyrynsalmi at al., (2020)) hence the focus of this paper on
an ethical critique of NFTs.

Non-Fungible Tokens

Non-Fungible Tokens (NFTs) are a record of digital ownership of a
unique item. They come in the form of a token placed on a blockchain
that records that ownership and some other information. These prop-
erties are encapsulated by the term “non-fungible” which means that the
token is unique and can only be owned by one person. In contrast,
fungible tokens are those which are interchangeable with other tokens,
such as physical coins or cryptocurrency (Ethereum.org 2022c). Items
that can be represented by NFTs include digital items such as artworks,
collectibles, and music; other items that might, for example, come with a
certificate or proof of ownership can also theoretically be “tokenised”,
such as property or vehicle title deeds, tickets to events, etc. (Wilson
et al., 2021). Other proposals for NFTs include them being used for
health records (Kostick-Quenet et al., 2022), signatures (Smart Token
Labs, 2022), and other personal data (Uribe & Waters, 2020).

Due to the distributed nature of the blockchain (and its increasing
size over time), only a small amount of data can actually reside on the
ledger: for Proof-of-Work blockchains like pre-Merge Ethereum, the
larger the NFT, the more expensive it becomes to “mint” (create and log
it on the blockchain). Minting charges (“gas” on Ethereum) are directly
linked to the amount of work required to process the NFT; Proof-of-Stake
blockchains like Polygon can offer a “gas-free” minting charge as the
energy use is negligible. Post-Merge Ethereum will still charge gas fees,
as the number of transactions per second is a limiting factor and the fees
operate as a way to distribute the transactions away from peak times.

Journal of Responsible Technology 12 (2022) 100054

However, they have remained much lower post-Merge (Redman, 2022).
As a result of the limitations on size, NFTs are usually a combination of
data about the item (for example, a link to an image) and a smart con-
tract (which contains some code that can be used to govern what hap-
pens when the transaction occurs). The data about the item is usually a
link to the asset, or information about the asset, or similar. While some
NFT minters also use distributed blockchain-based file storage, for the
most part most NFTs still rely on third parties to host files. This is likely
to cause problems with the longevity of the NFT as the links need to be
maintained; the immutability of the blockchain means that links cannot
be updated (Kastrenakes, 2021b), and artists who have been finding
their works lifted and minted as NFTs without their permission and no
payment for their work have fought back by launching copyright claims
against the file hosts (Beckett, 2022). Smart contracts usually have some
information about how the fee paid for the transfer of the NFT is
distributed (for example, if the author maintains a royalty agreement).
Smart contracts have the potential to be quite powerful, but they are also
unable to be tested prior to being rolled out onto the blockchain, which,
due to the immutability of the blockchain, means that they can’t be
updated should a bug be found. This has led to several problematic in-
stances of smart contract bugs being exploited (Orcutt, 2018a). Simi-
larly, specific smart contracts have been constructed that would steal
money or NFTs from wallets if the NFT they are attached to is interacted
with — NFTs can simply be sent to any wallet without the requirement of
the owner to agree to the transaction. Due to the open nature of the
blockchain, anyone can see where transactions of high value NFTs and
cryptocurrencies are placed, and those wallets can become targets. To
protect against these attacks, marketplaces such as OpenSea have had to
change how their wallets work by hiding “gifted NFTs from an account’s
page by default if they’re from unverified collections” (Clark, 2021).

It is important to note that purchasing a NFT of an asset like a piece of
artwork does not convey any copyright or other special rights to the
holder of the NFT unless it is agreed as part of the smart contract. This
caused a lot of consternation amongst early NFT holders of collections
such as the Bored Ape Yacht Club who claimed they owned the intel-
lectual property of the art and were mocked by people making copies of
the digital artworks and reposting them (Morse, 2021). In fact, the
copyright issues are far more complex and by default would likely only
protect the rights of the creator of the asset in the NFT; not the minter,
purchaser, or seller (unless they are also the creator) (Fisher, 2019).
Many of the implications of “ownership” of NFTs are still working their
way through the legal systems in different countries; as yet this is still a
cutting edge area of law. For example, the Bored Ape owner and actor
Seth Green was making a TV show based on the Ape that he owned: in
early May 2022 that NFT was stolen and it is now in a legal grey area
where Green may no longer be able to use the character in the series due
to the licence for the IP remaining with the current holder, regardless of
how that holder came to acquire it (Binder, 2022b).

NFTs are one of the primary parts of the “Web 3” movement, which
aims to move away from centralised internet services to a blockchain-
based decentralised world wide web; initial ventures that have been
realised include video games that feature trading of NFTs as a key aspect
of play. Games such as CryptoKitties® and Axie Infinity’ (and their many
derivatives) allow players to “play to earn” by collecting, buying, selling,
and minting new NFT characters within the game. This has been a
controversial move within the video game industry, with issues around
the balance of the economy between play to earn players and pay to play
players (Friedman, 2022), potential gambling relation (Scholten et al.,
2019; Serada, 2020), accessibility of the games to those without much
initial capital (and exploitation of those who come in under “sponsor-
ship” methods) (Elafros, 2021; Friedman, 2022), and, overall, what the
nature of games should be - should they ultimately be purely
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entertainment or offer some people the opportunity to have a game be a
(frequently stressful) job? On the other hand, proponents would argue
that play-to-earn games can provide low income workers with alterna-
tive revenue streams and ways for dedicated gamers to be extrinsically
rewarded for their time spent in-game, and bring “digital identity, as-
sets, and ownership into players’ hands” (Brambilla Hall & Baier-Lentz,
2021).

NFTs have been the focus of many discussions around fraud and
theft, some of which have been mentioned previously. This is largely due
to the speculative nature of NFT “investments” in which people buy
NFTs not because of their intrinsic artistic (or other) value but in terms
of what the NFT might be worth in the future. In terms of fraud, “rug
pulls” are frequent occurrences where a group that aims to mint a large
collection of NFTs will hype up what these NFTs will be used for — for
example, as assets for a forthcoming video game, tickets to concerts,
claim tickets for cars and other physical goods, and even access to ce-
lebrities (Princess, 2022). Once they have convinced enough people to
buy into the scheme, they take the cryptocurrency generated by the sales
of the NFTs and cash out, leaving the participants with nothing but the
initial NFT that was bought, which is likely to be worth a lot less than
what they purchased it for. Rug pulls are so frequent that an entire
section of the “Web 3 is going just great” website is devoted to them with
billions of dollars of cryptocurrency associated with rug pull scams alone
(White, 2022a). Wash trading is another common issue in NFT sales,
wherein minters will create artificial demand by buying and selling
between different wallets they have set up themselves. One such high
profile case was Melania Trump’s NFT collection (Pearson, 2022); the
LooksRare marketplace has reportedly generated over USD$8bn due to
wash trading (Hayward, 2022), this is due largely to the marketplace
offering rewards in its own cryptocurrency for high frequency traders.
“Whitelisting” is another problematic insider aspect of NFT sales,
wherein a select group of investors is chosen by the sellers to buy in at a
reduced price before the main release of the sale with the ability to reap
significant rewards by re-selling at the peak of the sale. Whitelisted users
who sell their NFTs in this way gain a profit around 75% of the time,
compared with 21% for non-whitelisted users (Ossinger, 2021).

One of the key components of the NFT ecosystem is hype, which
drives trading (Sarkar, 2022). Much of the hype around NFTs is fuelled
by “fear of missing out” (Financial Conduct Authority, 2022) on po-
tential futures: increase in value, or utility. Key utility claims include as
tokens to allow entrance to or interact with Web 3 implementations (e.g.
items in video games), for interacting with the real world (through
giveaways, as tickets to events, etc.), or to govern real world entity in-
teractions (e.g. monitoring wildlife, carbon credits, planting trees, title
deeds to properties, identity tokens, etc.). Key value claims are based on
the relationship with the underlying cryptocurrency, i.e. that the value
of the NFT will increase such that the owner will be able to sell it at a
profit, or on the bragging rights that come with the exclusivity of
ownership of a NFT within a limited collection (for example, those that
might have others owned by celebrities and high-profile people (e.g.
with the Bored Ape Yacht Club and similar series)). Celebrity connection
bragging rights aside, NFT value claims are often hypothetical and
frequently based on fictional projections in order to drive sales that serve
to inflate the value of the NFT, the NFT collection and/or the underlying
cryptocurrency (Dash, 2021). Most of the utility claims are already
feasible with existing technology (Lielacher, 2022); one of the key
challenges to NFTs currently is the lack of use cases that are only
possible or are improved in implementation using NFT technology
rather than using already-existing methods. There could well be some
utility to NFTs that help prevent fraudulent asset transfer (e.g. concert
tickets or similar), but as of writing, these use cases are still future
promises rather than current reality (Moore, 2022; Plant, 2022), and
require significant infrastructure and buy-in for them to displace exist-
ing methods for fraud prevention.

There are other emerging uses for blockchain technology that are
linked with NFTs and cryptocurrencies; for example, Decentralised
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Autonomous Organisations (DAOs), which assign voting tokens to
members based on how much cryptocurrency they have invested and
use this method to decentralise ownership of the organisation to the
members which then govern the direction of the DAO (Ethereum.org
2022d). These are outside the scope of this paper.

Research questions

Based on the background and motivation above, the key research
question this paper addresses is:

RQ1: Are Non-Fungible Tokens (NFTs) ethical technologies?

Secondary questions that derive from this are:

RQ2: What ethical issues do NFTs raise, according to profes-
sional ethics standards?

RQ3: How might Non-Fungible Tokens (NFTs) be implemented
in such a way as to mitigate any ethical concerns?

Analysis framework

This section will introduce and contextualise the framework that will
be used for the analysis of blockchain and cryptocurrency technology as
they relate to Non-Fungible Tokens: the Association for Computing
Machinery Code of Ethics and Professional Practice.

ACM code of ethics

The Association for Computing Machinery was founded in 1947 and
is the largest computing society for computing professionals with over
100,000 members (Association for Computing Machinery, 2022). By
“computing professionals” the ACM attempts to draw in as broad a range
of people who use computers in a meaningful way as part of their job,
including education and research. The ACM Code of Ethics and Profes-
sional Conduct (known as “the Code”) (Gotterbarn et al., 2018), was last
updated in July 2018, in response to the changes in industry and society
since the previous version from 1992, using a large-scale, international
approach to capture both member and non-member understandings of
professional practice within the computing sector (Brinkman et al.,
2017; Gotterbarn et al., 2017). In the words of the ACM, the Code
“identifies the elements of every member’s commitment to ethical pro-
fessional conduct. It outlines fundamental considerations that
contribute to society and human well-being and those that specifically
relate to professional responsibilities, organisational imperatives, and
compliance with the Code” (Association for Computing Machinery,
2022). This ethical framework was chosen for this research due to a) its
relatively recent renewal; b) the broad range of disciplines that it covers
within the computing sector; and c) because there is a high likelihood
that some members are engaged in research, education, or professional
development or deployment of blockchain technologies including NFTs.
The ACM Code has also been adopted or endorsed by national and in-
ternational organisations for computing professionals such as the In-
ternational Federation of Information Processing (IFIP, 2020; Kreps,
2020) which makes it widely accepted across the international
computing field. Codes of Ethics and other similar documents such as the
IEEE Code of Ethics (IEEE, 2020), a “technologist’s Hippocratic Oath”,
such as in Abbas et al., (2019), or similar organisational approaches are
either too vague or too specialised in a particular subfield of technology,
such as health technologies (UK Department of Health & Social Care,
2021) or software engineering (Gotterbarn et al., 1997) for the purposes
of this analysis. Although the less specific ones could be useful for
analysis, the ACM Code provides the best balance of specificity and
generalisability that would allow for an emergent technology to be
analysed. Given the variety of backgrounds, professions, and educa-
tional levels of actors within the NFT sector, it could be questioned why
a professional society’s code of ethics is the at all appropriate to use. The
ACM Code was specifically designed to encompass all types of industry —
small, medium, and large; research and teaching at all levels; aspiring
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computing professionals (e.g. students of all types); and those working
in voluntary roles such as on open source projects or hobbyists (Brink-
man et al., 2017). It was designed to reflect “the diversity of the activ-
ities computing professionals are involved in” (Gotterbarn et al., 2017):
for example, closed-source, open source, Free software, for-profit, and
not-for-profit projects, teaching, learning, research, development, etc.
Therefore, as a framework for the development of any technology, the
ACM Code is well-suited for use for analysis as the technology developed
is likely to (or should) have professionals (whether established or
aspiring) involved in the creation of it, and as a reflection of the con-
science of that profession (Gotterbarn et al., 2017), these professionals
should be able to use it as a basis for ethical interrogation of the tech-
nology they are developing.

It is important to note that within the cryptosphere there are frequent
claims about the future potential of NFTs and blockchain technologies.
For example, claims about future environmental impact (for example
solving carbon credit mismanagement), or future benefits to society.
This paper will address some of these arguments throughout the anal-
ysis, but not every argument about potential future benefits of NFTs will
be entertained because these usually involve significant changes away
from the status quo that are far from being implemented. I am more
interested in the current state of NFTs and how they fare under the ACM
Code of Ethics than potential future implementations. A series of rec-
ommendations will be set forth in the final section of the paper, based on
the analysis within; those wishing to implement NFTs will likely benefit
from considering these prior to implementation. Some of these recom-
mendations may also align with proponents’ arguments about future
potential; however, they may not be implementable unless significant
other changes are made. This does not mean that NFTs should be
implemented in the meantime. Indeed, one of the key requirements in
technology ethics is to be able to decide not to implement a technology
on ethical grounds. Therefore an ethically and socially-conscious pro-
fessional asked or wishing to become involved in implementation of
NFTs should very carefully consider this analysis and these recommen-
dations prior to becoming involved in the project. Finally, this analysis
stems from a critical perspective — while there is much literature on the
potential benefits of blockchain technologies (including NFTs), there is a
lack of academic critical analyses (Hyrynsalmi et al., 2020). Thus this
paper takes on a critical ethical perspective using the ACM Code as its
framework for analysis.

The Code itself comprises 4 sections — general ethical principles,
professional responsibilities, professional leadership principles, and
compliance with the Code. For the purposes of this analysis, the first
three sections will be the ones focused on; the fourth is primarily for
dealing with the compliance aspects of a Code of Ethics — promotion of
the Code and reporting of violations. The third section, professional
leadership principles, will be dealt with as a whole; this section tends to
be more company/project organisational in nature in terms of man-
agement, so the aspects of the Code that apply to NFT projects in
particular will be treated as a whole. This paper will focus on a general
analysis of the issues surrounding NFTs and their ecosystem according to
these principles.

Analysis

This analysis makes use of the ACM’s Code of Ethics and Professional
Conduct (“the Code” or “the ACM Code” henceforth) (Gotterbarn et al.,
2018). The Code will be used for a general theoretical analysis around
the ethics of the NFT landscape on an ethical principle-by-principle
basis.

Ethical analysis - ACM code of ethics
As the preamble to the Code states, it “is not an algorithm for solving

ethical problems; rather it serves as a basis for ethical decision-making.
When thinking through a particular issue, a computing professional may

Journal of Responsible Technology 12 (2022) 100054

find that multiple principles should be taken into account, and that
different principles will have different relevance to the issue”. With this
in mind, the analysis will step through each principle in the first and
second sections and assess its relevance to the NFT ecosystem and what,
if any, ethical issues (both positive and negative) arise in the context of
that principle. Not all principles may be so relevant, and some may raise
more concerns than others; similarly, several issues are cross-cutting
through several principles and are likely to be more detailed in the
earlier principles than later ones: this may mean that in the following
analysis, some principles might appear to be more discussed than others.
This is as intended. The third section, as discussed above, will be treated
holistically, given its more organisational leadership angle, and the final
section will not be discussed at all as it pertains to ACM membership and
enforcement of the Code.

Section 1: general ethical principles
This section will be dealt with principle by principle.

Principle 1.1: contribute to society and to human well-being, acknowledging
that all people are stakeholders in computing

The first principle of the ACM Code puts societal good and human
well-being at the centre of any computing technology. In the NFT space,
this is questionable: there appears to be little to be gained in terms of
human well-being other than through gains in capital, and that is
generally at someone else’s loss. This would also be in direct violation of
the clause that states that “the needs of those less advantaged should be
given increased attention and priority” when interests of different
groups conflict — those who have power in these systems are those who
already have high levels of capital to work with; those more vulnerable
are more likely to be left in debt following fraud, a rug pull, or even
simple volatility in the system that causes big (or insider) traders to cash
out (Horowitz, 2021; Kale, 2021). This risk was considered so prob-
lematic in the UK, that the Financial Conduct Authority sent out a
warning to consumers about the high risks involved, advising that
consumers “should be prepared to lose all their money” (Financial
Conduct Authority, 2021).

Proponents generally argue that cryptocurrencies and crypto-assets
are in their infancy (Gailey & Haar, 2022), and will provide signifi-
cant future benefits to society, for example, encouraging development of
green energy sources, providing financial services to those without
(often termed “banking the unbanked”), providing accountability to
service providers (for example, carbon offsets, trade, etc.), and other
future potential societal good. The Crypto Altruism website'® has list-
ings of projects that aim to provide social good through cryptocurren-
cies, “crypto philanthropy” and crypto-assets. Indeed, there are
successful efforts in these spaces, largely with permissioned (private)
blockchains, for example through IBM (2022). However, the underlying
technological reliance on speculative cryptocurrencies, the environ-
mental impact of the largest blockchains (discussed below), and the
social inequalities promoted by public blockchains have undermined the
socially beneficial aspects of these efforts, and make it difficult to
evaluate the potential of these projects. For example, the World Wildlife
Foundation NFT effort (discussed earlier) hid the reality of the envi-
ronmental impact of its offering; efforts to “bank the unbanked” through
cryptocurrencies such as stablecoins have left vulnerable people
suffering significant losses during the mid-2022 crash (Binder, 2022a);
and many crypto philanthropic efforts undermine the causes they claim
to support (see below). A NFT-based play-to-earn fitness app called
StepN that styles itself as a “Web3 lifestyle app”, which could be argued
to be socially beneficial, requires the purchase of NFT “sneakers” that
wear out over time.'! Purchasing “sneakers” adds a low level “earning”

10 https://www.cryptoaltruism.org/ (Accessed 23/07/2022)
11 https://stepn.com/ (Accessed 23/07/2022)
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capacity which relies on a constant influx of new players, causing it to be
likened to a Ponzi scheme (Hernandez, 2022). Many of these efforts
could be created without blockchain technologies underlying them, and
indeed, most of the examples on the Crypto Altruism website are copies
of existing technology that has some sort of appeal to earning crypto-
currency (either through speculative purchases or play to earn) added to
it. Monetary incentives to get fit or set up an alternative financial system
might work for some people to engage in good faith, but they also cause
an inequality amongst those who do engage — as was seen in Axie Infinity
with the two classes of players, the exploited and exploiters — and this
assumes that the monetary incentive is legitimate, which, as we often see
in this space, it is not. Even with the arguments about decentralisation of
the financial markets or appeals to returning control of data to in-
dividuals that we saw earlier, given that this utopia has not eventuated
in over a decade and is unlikely to eventuate given the technical and
societal problems inherent to blockchain technologies, it is only a very
generous reading that would state that public blockchain technologies
such as NFTs could possibly be used to be primarily beneficial to society
and human well-being, rather than to increase one’s monetary in-
vestments (with perhaps a social or ethics-washing effort through phil-
anthropic cuts of sales or profit).

There are also concerns about the mental health of cryptocurrency
and NFT traders, with traders experiencing anxiety and stress as a result
of the volatility of the sector (Sharma, 2022). While some NFTs purport
to support mental health causes (Erickson, 2021; MoonWhips, 2021),
they are still reliant on speculative trading on the NFTs themselves (in
fact, MoonWhips, whose NFT project donates 10% of revenue per sale to

mental health charities, claims their NFTs will “drive you to the
[emoji chart going up] @ [emoji moon]”, cryptosphere slang for
making a lot of money). This, coupled with the trading of the underlying
cryptocurrency used to power the blockchain they are minted on, could
perpetuate or exacerbate the stress and/or anxiety of those who are
involved even while handing proceeds to charities that support people in
this situation.

Finally, the digital divide between those with knowledge of how to
use crypto-based technologies and those without is problematic for ar-
guments for inclusion of “all people [as] stakeholders” (Kelly, 2021b).

Alongside human well-being, this principle also presents specific
requirements of computing professionals to protect the environment and
“promote environmental sustainability”. As discussed in the Background
section, there are significant energy use issues with the implementations
of blockchain technologies that work on a Proof-of-Work validation
model. While the move to Proof-of-Stake and other lower-energy cost
validation methods is within the ethical obligation of the Code, side-
chains and other methods that reduce the environmental impact of PoW-
based blockchains, such as Polygon has been to pre-Merge Ethereum, are
likely not sufficient responses given their reliance on the perpetuation of
PoW-based blockchains. Now that Ethereum has moved to a PoS-based
blockchain implementation, this aspect is far less problematic, but PoW-
based NFT-supporting blockchains still exist (forks of pre-Merge Ether-
eum, for example). To a lesser degree, the normalisation of blockchain
technology and integration of it in places where existing technology (e.g.
databases, peer-to-peer networks) is already sufficient could also
potentially increase this negative impact if that normalisation leads to
more uptake of PoW-based blockchain technologies. Blockchain tech-
nology proponents make the argument that the uptake of crypto-
currency and crypto-assets on PoW-based blockchains will fuel an
increase in development of renewable energy sources and efficiency.
While there are significant PoW mining operations around the world
that use renewable energy sources, the outpacing of available renewable
sources by the increased energy requirements for mining has, over time,
led to a decrease in renewable energy use as a total percentage of energy
sources for PoW mining (Schinckus, 2021), with non-renewable sources
of energy being reactivated or increased to fuel the energy requirements
of mining. The banning of mining in China and the energy crisis of 2022
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have also caused more pressure on sources of renewable energy (Hins-
dale, 2022), with “dirty” energy sources now coming back online in the
US and other parts of the world to fuel the demand. The increase in
demand for energy that is built into the PoW blockchains and the lack of
regulation on what sources are used to drive them are key issues for the
technology underlying NFTs when it comes to their obligations under
this principle of the Code.

Principle 1.2 Avoid harm

Harm, according to the ACM Code, means “negative consequences,
especially when those consequences are significant and unjust”. It in-
cludes “unjustified physical or mental injury [...] and unjustified dam-
age to property, reputation and the environment”. The energy cost of
PoW-based blockchains has already been well discussed in the Back-
ground and in Principle 1.1; it is well-established that in order to reduce
the effects of climate change it is necessary to reduce the carbon foot-
print of human activity (Ivanova et al., 2020). Given the differences
between energy requirements for traditional transactions and
PoW-based blockchains, there is no real justification for increased use of
energy for these, especially when lower-energy versions exist. Thus,
using existing PoW chains (or side-chains that require the existence and
proliferation of PoW chains) would be in violation of this principle.

Similarly to Principle 1.1, this principle raises the issue of mental
harm; the fundamental nature of investing in cryptocurrency and other
blockchain-enabled investments is the volatility of it and this would be
difficult to change. Donations to mental health charities is one way to
potentially off-set these issues, but if the offering also feeds into the hype
cycle that causes the harm in the first place, it is essentially charity-
washing a problem caused by itself.

Finally, harm can be caused by taking advantage of vulnerable
people’s desperation and taking their money without returning on the
promises made. This has already been discussed in terms of “rug pulls”
and other forms of fraud that are frequent within the cryptosphere, but
increasingly in other blockchain-using technologies such as “play to
earn” games we are seeing manipulation of the market and hacks that
are also leaving vulnerable people, particularly in developing countries,
without the income they require to live. An example of this has been
seen recently in the Axie Infinity hack, where over $600 m worth of
cryptocurrency was drained from the reserves required for people
playing to earn in the game to cash out into fiat currency (White,
2022b). Sky Mavis, creators of Axie Infinity, have promised to reimburse
their players (Servando & Lagerkranser, 2022), but aren’t regulated to
be required to have insurance or to repay any lost funds. There is little
chance of retrieving the stolen funds as well, so Sky Mavis will need to
raise external funding to fulfil their promise. Meanwhile, the play to
earn players, mostly from low socio-economic-status countries such as
the Philippines, are without their source of income due to there being no
way to cash out their earnings from the game (McGregor & Gordon,
2022; Servando et al., 2022). Heavier regulation of such games would
mitigate this potential harm, though it would also likely remove the
motivation to play, which is based around seeing growth in investments
over time which supports and requires the market volatility that causes
other harms in the first place.

Principle 1.3 Be honest and trustworthy

Blockchain technology was developed to be trustless, meaning that
“it does not require the participants of the network to trust each other”
(Pandey & Litoriya, 2021). However, this does not mean that developers
who implement these technologies or who build systems on top of them
can avoid the requirements for their own honesty and trustworthiness.
Principle 1.3 states that “a computing professional should be transparent
and provide full disclosure of all pertinent system capabilities, limita-
tions, and potential problems to the appropriate parties”. This is regu-
larly violated by blockchain-enabled technologies like NFTs, with the
drive to hype up new projects in order for there to be significant initial
uptake so that investors make money from them a large part of the sales
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pitch for the NFT “drop”. For example, as discussed in the background
section above, investors in NFT projects regularly have no idea what
they have bought (Morse, 2021), and those being contracted for their
labour often do not understand the ramifications (Hissong, 2022). While
this is not required by the technology itself, it is part of bringing a
collection of NFTs to market in order to gain the best return on invest-
ment for these initial investors, rather than to ensure sustainability of
the project in the long term. This gain for initial investors is not usually
disclosed to later investors, who might assume from the initial high sale
prices that their purchases will hold their value or increase, thus the
transparency and limitations requirements of the Code are not adhered
to.

Smart contracts within NFTs are limited in that they cannot be
changed once registered on the blockchain, which can bring security
risks due to poor programming (Halaburda et al., 2022). This is espe-
cially problematic because smart contracts are “difficult to agree upon
and design”, and “require unambiguous digital input [...] thereby
limiting the scope of situations they can handle” (Halaburda et al.,
2022). Thus, “edge cases” or mitigating circumstances would be hard to
deal with; something about which developers implementing these al-
gorithms within NFTs should be transparent. Instead, the jargon used in
discussing cryptocurrencies and NFT technologies is often used as a
gatekeeping mechanism to identify members of in-groups and
out-groups within the community (Davis, 2021; Kale, 2022), obscure
techno-jargon is also used to disguise the reality of intentional fraud or
impossible claims about the capabilities of the technology (Sharma
et al., 2022). Such lack of transparency in terms of limitations or
obscuring claims would be in violation of this principle.

This principle also requires computing professionals to be “forthright
about any circumstances that might lead to either real or perceived
conflicts of interest or otherwise tend to undermine the independence of
their judgement”. The reliance of NFTs on cryptocurrency-based
blockchains means that developers usually have a vested interest in
promoting the cryptocurrency and blockchain as well as the NFT sale
itself in order for them to reap as large a reward as possible from the sale.
This constitutes a significant conflict of interest, especially when tech-
niques such as wash trading (sales between accounts held by the same
person at increasingly high prices to falsely increase the perceived value
of the NFT) are used so frequently (for example, with Melania Trump’s
series of NFTs (Pearson, 2022)). Such behaviour to artificially inflate the
value of the NFT or its underlying cryptocurrency token would be in
violation of this principle.

Finally, a strong statement from the Code in this principle requires
that “commitments should be honoured”. The lack of regulation within
the NFT space and the cryptosphere along with the way that blockchain
technology is built (while transfers are validated, they are only validated
cryptographically, rather than checked to ensure that the transfer was
intended) means that there is no recourse for those who lose their funds
or assets through theft or fraud. As mentioned previously, the UK
financial regulator has issued warnings to this effect (Financial Conduct
Authority, 2021) though people are still losing investments and those
responsible are avoiding liability. As seen in the Axie Infinity hack in the
previous principle, although Sky Mavis wants to refund their players,
there is (as yet) no obligation to do so and no recourse for those whose
funds have been lost. Similarly, with fraudulent or “rug pull” scams,
those in charge of the projects are not adhering to this principle of the
Code — many NFT projects have overly ambitious roadmaps that are not
realistically achievable, for example, promising video games despite not
having a team capable of delivering one (for example, (White, 2022c,
2022d)). Once again, this sort of activity is in violation of the Code.

Principle 1.4 Be fair and take action not to discriminate

Amongst other values, fairness, equality and justice are the keys to
this principle. Crypto proponents like to think that blockchain technol-
ogies promote fairness and equality through decentralisation and a free
market economy. The libertarian, crypto-anarchic ideology (Ludlow,
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2001) behind the development of cryptocurrencies such as Bitcoin
(Nakamoto, 2008) certainly persuaded those with similar attitudes to-
ward traditional financial systems to invest with promises of economic
freedom. The “wild west” of the cryptosphere today continue to benefit
from this unregulated environment. However, it is increasingly apparent
that the desired aim of decentralisation and the free market has a) not
happened, in that new centralised systems have sprung up to respond to
inherent problems within the technology (such as usability), and b) has
caused significant problems in terms of inequality. As discussed in pre-
vious principles, a result of this is that justice is not easy to come by in
terms of recourse, which is specifically required in this principle: “fair-
ness requires that [...] processes provide some avenue for redress of
grievances”.

In terms of fairness, this principle promotes the “fair participation of
all people, including those of underrepresented groups”. In NFT-based
systems such as play to earn video games, however, although there is
participation of underrepresented groups, it is largely those with sig-
nificant capital who benefit. In Axie Infinity, for example, there is a two-
tier system whereby rich players “loan out” Axies to those who can’t
afford the startup fee, then take a cut from their labour within the game
(these are called “scholarships” in game). In fact, this is the way these
players “play” the game — they earn through the labour of those they
have employed without doing much themselves. For those who are the
labourers, in Axie Infinity’s case largely poor people in developing
countries (McGregor & Gordon, 2022), they are essentially doing
meaningless busy-work to improve the investment portfolio of those
who employ them. They are certainly not playing “for fun”, which might
be expected for a game, nor are they playing to earn in the same way as
those with large amounts of capital. Worse still, the game requires
constant streams of new capital to come into the game, these largely
come from the lower tier of players with higher tier players generally
overselling the profits that could be made from playing as part of their
“scholarship” in order to convince them to join up as part of their group.
This style of recruitment and its reliance on “community” and hyping up
of potential profits has drawn commentary as to the similarities between
play to earn games and pyramid schemes, or multi-level marketing
schemes (Armughanuddin, 2021; Keller, 2021).

Finally, it is in this principle that harassment and bullying are
addressed, in that they “[limit] fair access to the virtual and physical
spaces where [...] harassment takes place”. Unfortunately for block-
chain technologies, they are potentially very effective spaces within
which bullying and harassment can take place. Public blockchains store
every piece of information sent to them for as long as the blockchain
continues, including images, messages, and information about trans-
actions. These entries are immutable, meaning that they can’t be
removed from the blockchain once they are listed. Even though cryp-
tocurrency wallet addresses can be kept private, they would need to be
given up to pay for goods and services, and movement of cryptocurrency
around different wallets can still be followed. Significant technical
acumen is required to obscure movement of funds once a wallet address
is known (White, 2022¢). In terms of NFTs, once a wallet address is
known, an abuser could use this knowledge to “airdrop” NFT images or
video into the wallet, because there are no restrictions on who can send
crypto assets to other wallets. There are no ways to block senders in the
cryptosphere. And once a NFT is created on the blockchain there is no
way to remove it, and with certain blockchain-based file servers (e.g.
IPFS'?), there is no way to remove the file that NFT might point to
(Ravenscraft, 2022a). We have already seen messages sent to hackers
pleading with them to return cryptocurrencies (Quiroz-Gutierrez, 2022),
child abuse images uploaded to the blockchain (BBC BBC News, 2019),
NFTs with restrictive smart contracts (Ravenscraft, 2022a) and harmful
NFTs airdropped into peoples’ wallets (Clark, 2021), so these possibil-
ities are very real.

12 https://ipfs.io/ (Accessed 08/07/2022)
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Principle 1.5 Respect the work required to produce new ideas, inventions,
creative works, and computing artifacts

This principle revolves around the idea that “those who expend [...]
effort should expect to gain value for this work”. As mentioned in the
introduction, there is widescale exploitation of artists within this space,
despite the fact that NFTs were originally intended to free artists from
exploitation and allow them to continue to receive royalties beyond the
initial sale of their works. Indeed, Anil Dash, one of the joint creators of
the first NFT, reflects: “Technology should be enabling artists to exercise
control over their work, to more easily sell it, to more strongly protect
against others appropriating it without permission. [...] But nothing
went the way it was supposed to” (Dash, 2021). Some artists have,
indeed, benefited from NFT sales, such as Beeple (Kastrenakes, 2021a),
but these tend to be exceptions rather than rules, with most artists who
do control their own collections only making small amounts of money
after fees (if any at all) (Kinsella, 2021). The shortcut that Dash and
artist Kevin McCoy took with the first NFT — to not actually include the
artwork as part of the information uploaded to the blockchain, and
instead to simply include the link to an external hosting site — became
the default, and this causes the main problem with NFTs as they stand:
reliance on an external site that is likely to disappear within the decade,
and the re-centralisation of authority over verification of ownership of
that artwork (Dash, 2021). While file systems such as IPFS are offering
distributed storage that theoretically works with this, many NFT services
cannot resolve IPFS links natively (IPFS, 2022), so still rely on external
HTTP URLs to serve the gateway information, so if the provider disap-
pears, the link may also disappear or be manipulated (Wareing, 2021).

Another problem with art in the NFT space has been rampant
copyright infringement, with sites such as DeviantArt being scraped for
artwork that unscrupulous NFT minters used to create sets of artworks to
sell to unknowing buyers (Williams, 2021). However, the protections
DeviantArt implemented are minimal - they simply alert artists when
their art has been found on large platforms. It is then up to the artist to
file takedown notices, relying on the goodwill of the market platforms to
regulate their users and comply with takedown notices (Kelly, 2021c)
(thus recentralising what should be a decentralised platform once
again). This also requires technical skills on the part of the artist, many
of whom get caught up by the complex jargon and difficult usability of
the multiple different strands of the cryptosphere. A similar lack of
technical understanding allows artists engaged to work with NFT pro-
jects to be left out of royalties for future sales and other potential returns
on their work: royalty payments are not in NFTs by default (Ravens-
craft, 2022b). The complex programming required for smart contracts
that are needed to implement these policies means that artists who want
to check the actual status of the contract that has been entered needs to
have good programming skills as well.

Principle 1.6 Respect privacy

The blockchain is, by design, not a privacy-preserving technology.
With all transactions publicly recorded on the ledger, while participants
might be able to remain pseudonymous, they are not ever truly anony-
mous and can often be traced due to the nature of the transactions they
make and publication of wallet addresses for transaction purposes
(Roberts, 2022). Public facing accounts attached to wallets such as on
OpenSea, which display ownership of a collection of NFTs, might also
link to social media accounts or provide more information about the
person who owns the wallet. If this is extended to include personal in-
formation such as health data, ownership of “real world” assets such as
houses or cars, or other such proposed use for NFTs, this could become
very problematic from a privacy perspective. The immutability of the
blockchain amplifies these issues, given the personal nature of this data,
and is likely to violate various privacy laws around the world such as the
GDPR and the UK Data Protection Act.

Even encrypting the data prior to putting it on the blockchain has a
limited shelf life (Roberts, 2022). Encrypted data accessible to the public
is more easily attacked than when it has other levels of security
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protecting it. Once again, immutability means that once that data is put
on the blockchain, there is no removing it, even if it is or is likely to be
compromised. Some companies, such as Aleo'® attempt to resolve this
using “zero-knowledge proofs” (ZK). Instead of the data itself being
shared on the blockchain for verification purposes with another entity,
proof of verification is shared — “a way to prove something to someone
without revealing any of the information that goes into that proof”
(Sirer, in Orcutt, 2017). However, this is only useful for certain situa-
tions, mostly verifying the validity of transactions, rather than, for
example, smart contracts or storage of assets on the chain.

Given the above, blockchain technologies including NFTs are likely
to violate this privacy principle in the Code because the data cannot be
modified or deleted, could potentially violate privacy with merging of
datasets (or transaction sets), and might be more vulnerable to
compromise even if theoretically secured. Some potential solutions
might help with certain kinds of data on the blockchain, but these are
not widely taken up yet and do not suit all kinds of data.

Principle 1.7 Honour confidentiality

This principle specifically pertains to computing professionals and
confidential information. It is unlikely that blockchain technology
would be used to specifically store confidential information, but it is
important to point out, once again, that the immutability of the block-
chain means that if confidential information is (accidentally or other-
wise) lodged onto it, or if encrypted confidential information on the
blockchain is compromised, there is no way for it to be removed.

Confidentiality comes up in discussions around NFTs in other ways,
however, specifically in terms of insider trading and “whitelisting”. In
USA vs. Nathanial Chastain, the defendant allegedly took advantage of
his position in the trading marketplace OpenSea to take advantage of
confidential insider information and benefit himself (United States
Department of Justice, 2022). This misuse of confidential information
would be a significant breach of the Code of Ethics. Whitelisting,
although not illegal like insider trading, is not far from insider trading in
its concept. NFT projects will often invite known “VIP” people to mint
NFTs early on, or before a general release. This then allows those
whitelisted people to make more of a profit in the general release if the
project does well. There are guides on how to join whitelists, such as in
Khan (2022). Thus, those with time, money, and connections within the
NFT world are likely to profit more at the expense of those who only
come in at the general release. This creates an inequity in the creation
and sales of the NFTs and arguably can amount to misuse of confidential
information depending on how easy it is to become part of a whitelist
group.

Section 2: professional responsibilities

This section will be dealt with principle by principle, as it concerns
individual professional responsibilities when working on NFT projects.

Principle 2.1 Strive to achieve high quality in both the processes and products
of professional work

The first of the Professional Responsibilities principles requires that
computing professionals “insist on and support high quality work from
themselves and colleagues”. This has been frequently seen to not happen
within the NFT ecosystem: the poorly programmed smart contracts have
been exploited for theft and fraud; poor quality software running the
marketplaces and exchanges hacked or exploited; shoddy design of
games and game economies causing significant problems for vulnerable
people who use them have all been discussed previously. Even the art
itself that is depicted in NFTs is often very poor quality — Wikipedia
refused to include NFT art in their lists of “most expensive artworks by
living artists” (Francombe, 2022). The lack of quality of the products in

13 https://www.aleo.org (Accessed 08/07/2022)


https://www.aleo.org

C. Flick

the cryptosphere is largely due to the “gold rush” type effect that has
been seen in the space — companies rushing to get their NFTs out (some
examples amongst many include (Craig, 2022; James, 2021; Neal,
2022)), or to turn around a product to meet venture capital funding
goals or to scale it up to meet demand (Volpicelli, 2022).

NFT minting problems are intensified by the lack of ability to fix any
bugs due to the immutability of the blockchain. One game, “Wolf
Game”, could not patch an exploit they discovered, so instead had to
recreate the whole game from scratch (Adams, 2021). The lack of ability
to fix bugs should impose a greater responsibility on the programmers of
the smart contracts; however countless examples continue to show that
speed is prioritised over testing and evaluation of short and long term
impacts of the smart contract and other blockchain-related code (White,
2022f).

Principle 2.2 Maintain high standards of professional competence, conduct,
and ethical practice

The key issue to highlight from this principle is “Professional
competence [...] requires skill in communication, in reflective analysis,
and in recognizing and navigating ethical challenges”. From many of the
examples shown so far, we can see that this is frequently not the case in
the cryptosphere. Over-technical jargon, designed to obscure the reality
behind blockchain technology and act as a gate-keeping exercise or hype
enabler (White, 2022g), is frequently deployed. For example,
pre-Ethereum Merge, the Polygon blockchain website!* was not at all
geared toward those who do not understand blockchain technologies,
and they capitalised on this to convince charities that they are a
low-carbon, “green” blockchain despite requiring the PoW-based
Ethereum blockchain to function, resulting in social media backlash
that caused the charities to cancel their plans for NFTs (Extinction
Rebellion, 2022; Seabrook, 2022). The way the whole blockchain system
works precludes reflective analysis, simply because once established,
there are very few ways to roll back the systems or change their course
(other than all participants agreeing to stop using/perpetuating the
chain). The exceptions, unfortunately, tend to involve fraud or other
scams such as rug pulls, and thus show the lack of ability to navigate
ethical challenges. Those who proactively take on the challenge issued
in this principle tend to steer clear of blockchain technologies (for
example, those who responded to prominent computer scientist Jorge
Stolfi’s viral tweet (2022)), due to the technical and social issues asso-
ciated with them. Employees and user-bases push back against their
companies adopting NFT approaches, such as in the case of Ubisoft
(Schreier, 2022); a partial list of other video game companies with-
drawing their NFT approaches is detailed in Franzese (2022). Thus we
are more likely to see adherence to this principle from employees in the
context of NFTs.

Principle 2.3 Know and respect existing rules pertaining to professional work

Principle 2.3's key focus is on understanding how ethical reflection
fits in with the law and regulations, as well as “policies and procedures
of the organizations to which the professional belongs”. It advocates
challenging unethical rules, but taking responsibility for any violation if
challenging is not successful in changing the rule.

In some countries where there is a large population without bank
accounts, local currency is devaluing, or where foreign currency re-
strictions exist yet remittances from their diasporas are frequent, cryp-
tocurrencies have flourished due to their comparative ease of access,
cost to use, and stability compared with traditional banking. In cryp-
tosphere parlance, this is termed “banking the unbanked”. Nigeria, for
example, had a significant crypto economy before it banned bank
transfers to and from cryptocurrency exchanges and launched its own
digital currency (not a cryptocurrency), the eNaira (Salami, 2021). The
obvious concern to countries around the regulation of currency and

1 https://polygon.technology/ (Accessed 08/07/2022)
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ability to control inflation and other economic aspects through a central
banking service has led to other countries looking to crack down on the
use of more decentralised cryptocurrency and provide their own e-cur-
rency solutions as well, such as China (Kharpal, 2022) and the UK
(Ashvil, 2022). However, despite official sanctions, cryptocurrency
trade continues. There is also a significant movement to bring NFTs to
these countries through emerging artists (Ndukwe, 2022) and
play-to-earn games such as Axie Infinity, mentioned previously. If this
principle were to be implemented directly by those who develop NFTs,
they would avoid targeting countries where trade of cryptocurrency is
prohibited. However, this is difficult given the nature of the blockchain.
Many who work in blockchain technology argue that cryptocurrencies
and other blockchain technologies are actually liberating populations
that are under repressive financial regimes, and thus this violation of
this particular principle would be ethically justified. Certainly some of
the efforts put forward by crypto companies, such as microfinance loans,
tracking of water, biodiversity, and other environmental impacts, and
digitising real world assets may have some benefits to local communities
(Pinto, 2019). However, these can all be done without blockchain
technologies — and the disadvantages of blockchain, particularly the
speculative investment requirements of the underlying cryptocurren-
cies, could significantly offset these benefits (particularly the environ-
mental ones that rely on PoW blockchains). Thus, any company wishing
to employ blockchain within developing countries needs to consider the
broader impacts, and not just the benefits of “banking the unbanked” or
challenging unethical law. These can also be done in ways that don’t
require blockchain technologies, e.g. through well-established mecha-
nisms such as M-Pesa'” for “banking the unbanked” and don’t subject
vulnerable populations to highly volatile cryptocurrencies.

Another example in this area is the flourishing of parts of the cryp-
tosphere that take advantage of the lack of regulation in the area, as has
been detailed previously with regard to things like insider trading, fraud,
advertising high returns, and other problematic aspects of NFTs and
cryptocurrencies. While regulation is starting to catch up (United States
Department of Justice, 2022), these examples illustrate that it is
important to not just follow the literal text of these principles but also
the spirit of them — NFT assets that act like securities should be managed
in the same way as other securities, if they were to be handled respon-
sibly, even if they are not specifically classified as such (Benson, 2022) —
for example, as the law is likely to catch up.

Overall, this principle is likely to be quite contentious within the
cryptosphere, with advocates claiming that challenging existing finan-
cial regulation and institutional law is morally acceptable, and those
opposed pointing out the broader harms of blockchain technologies that
do not offset the benefits of implementation. What is important here is
not only looking at this from a pure perspective of blockchain but
whether there are alternatives to investigate that also challenge uneth-
ical rules that don’t have the same negative impacts that blockchain
technologies have. If a scenario arises where there is recognisable harm
being done and blockchain technology is the only way to avoid this
harm, then it might be ethical to deploy it. However, such situations are
yet to arise, despite the hype surrounding the possibilities of blockchain
technologies such as NFTs.

Principle 2.4 Accept and provide appropriate professional review

This principle calls for peer and stakeholder review of technologies
that are to be developed and/or deployed. Like with testing, review once
a NFT project is live can be difficult to act upon. However, more
fundamentally, critical review can occur in general - this paper forms a
type of critical review of the ethics of this technology, for example.
Companies are pulling out of blockchain technologies following stake-
holder review as well (as detailed previously). There is some tension
between the “crypto sceptics” and those developing the technologies,

15 https://www.safaricom.co.ke/personal /m-pesa (Accessed 08/07/2022)
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with the former claiming the latter is ignoring the problems inherent to
the technology in order to make money (Zeitchik, 2022). This sort of
review may be difficult for those who develop the technology to engage
with, but it is important that they do — if only to ensure that their
technology develops in such a way that prevents the problems raised.

Principle 2.5 Give comprehensive and thorough evaluations of computer
systems and their impacts, including analysis of possible risks

A key component of this principle is that “computing professionals
should strive to be perceptive, thorough, and objective when evaluating,
recommending, and presenting system descriptions and alternatives”. As
discussed throughout this paper, we see a general trend within the NFT
ecosystem to specifically ignore alternatives, not describe the systems in
easy-to-understand language, and to have explicit conflicts of interest
when it comes to objectivity in evaluation of NFT systems due to stakes
in the underlying cryptocurrencies used on their blockchains. Specific
examples of lack of adherence to this principle include the previously
mentioned Polygon chain convincing the World Wildlife Fund and
Extinction Rebellion charities to produce series of NFTs despite the
environmental damage caused by the Ethereum blockchain (Extinction
Rebellion, 2022; Seabrook, 2022). Similarly, general misleading
advertising of returns on investment in NFTs combined with a lack of
accessible technical explanations and social media influencer pro-
motions of NFTs have meant that many people buying them do not
understand what it is that they have bought, leading to unreasonable
expectations of ownership (Morse, 2021) and general misconceptions of
how much money they might make in the future (Hughes, 2022). New
laws are coming in to regulate misleading advertising in the crypto-
sphere, but, for example in the UK, NFTs are harder to more generally
regulate than cryptocurrency or other “crypto-assets” (BBC BBC News,
2022). However, even in the UK sales of NFTs that promote a specific
return on investment are starting to be investigated by the Advertising
Standards Authority, such as in the case of an English footballer prom-
ising “my NFTs will be the first ever that can’t lose their initial value”,
which was deemed to be misleading to consumers (BBC BBC Sport,
2022). This, of course, links back to Principle 2.3 as well.

Principle 2.6 Perform work only in areas of competence

At the height of the NFT boom, NFT drops were announced often
with roadmaps for the things the NFTs would be useful for, for example,
video games, tickets to exclusive events, and other things. However, it
soon became clear that apart from the art for the initial NFT minting
process, many companies advertising NFTs did not have the expertise
required to deliver on their roadmaps. One such example is Pixelmon, '
which raised cryptocurrency equivalents of USD$70 m on the promises
made by the team. The NFTs were supposed to be part of a Pokemon-
style open world game, with holders of the NFTs able to claim land,
set up shops, design and build houses, and other virtual world activities.
However, when the NFT minting process began, it was clear that the
company did not have the ability to deliver on their promises (Boom,
2022; White, 2022d). After the backlash, they promised to spend money
on improving the art and delivering on their roadmap, but the results of
this are yet to be seen. Generally speaking, NFT-based games have
largely been very poorly implemented in terms of actual gameplay —
when the market for Axie Infinity crashed, there were very few players
only playing for fun, rather than to make money. Similarly, newer games
like Grit have been lambasted in the gaming community for its poor
gameplay and art (Switzer, 2022), despite being backed by a major
video game company (Epic). This has mirrored a trend of game de-
velopers shunning the idea of crypto in games, and subsequently
refusing to take jobs in the area out of principle. According to GDC’s
State of the Game Industry survey, 70% of game developers said they
and their studio were not interested in NFTs (GDC, 2022). Thus there is

16 https://pixelmon.club/ (Accessed 08/07/2022)
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only a small pool of developers who want to become involved in the NFT
game space, leading to less experience available to the many NFT pro-
jects that promise games. NFT companies planning on including a video
game as part of their roadmap should ensure they are capable of
delivering on their roadmaps and able to hire the required people for
them. If they do not have people competent to deliver the roadmap, they
should remove that aspect of the roadmap prior to the minting process.

Similarly with smart contract programming, as discussed earlier,
poor programming of these can lead to significant issues further down
the line. If a team does not have the skill or capacity to implement these
accurately, tested as much as is possible, and monitored for potential
compromise, then they should not do so.

Principle 2.7 Foster public awareness and understanding of computing,
related technologies, and their consequences

Alongside a requirement for general encouragement of “under-
standing of computing”, this principle requires sharing of technical
knowledge in a “clear, respectful, and welcoming” way with the general
public, including limitations, vulnerabilities, and opportunities (Got-
terbarn et al., 2018). We have seen a lot of focus from NFT projects on
the opportunities, but little on the limitations or vulnerabilities. We have
also seen the lack of accessibility of information in terms of the jargon
involved, often deliberately obscuring poor quality implementations of
the technology. The outcomes of this poor communication and focus on
opportunities over limitations and vulnerabilities are captured by the
impact of the mid-2022 crash on amateur investors (Kale, 2022) who
bought into the jargon and hype, assuming that those building these
platforms were professionals and knew what they were doing. Indeed,
the computer scientists and other professionals who pushed back against
this technology (in keeping with the final statement in this principle,
that professionals should “respectfully address inaccurate or misleading
information related to computing”) were denigrated as not knowing
what they were talking about, or similar negative responses, such as in
the crypto-asset community’s responses to Stolfi’s tweet stating that
“Every computer scientist should be able to see that cryptocurrencies are
totally disfunctional [sic] payment systems, and that "blockchain tech-
nology" (including "smart constracts [sic]") is a technological fraud.
Would they please say that out loud?” (Stolfi, 2022). For example, a NFT
avatar project creator, cory.eth, wrote in response, “@JorgeStolfi I guess
we’re all listing our degrees under this thread. So my math and computer
science degree says you're an idiot. But really the argument you're an
idiot isn’t based in computer science or math. It’s based on economics
and markets” (cory.eth, 2022). This is one of many examples of similar
responses from NFT and related cryptocurrency and crypto-asset crea-
tors’ responses to the tweet from Stolfi and similar critical responses and
quote tweets of Stolfi’'s tweet by other computer scientists and
computing professionals. As this Code shows, being able to be critical of
a technology prior to, during and after deployment is essential to ensure
that it will serve the public good. Responses such as name-calling or
casting aspersions on the professionalism or credentials of those who
criticise are not conducive to achieving this aim.

Principle 2.8 Access computing and communication resources only when
authorized or when compelled by the public good

This principle isn’t so relevant to the NFT sphere, although the air-
dropping of NFTs with malware in their smart contracts or as a vehicle
for harassment or abuse (as discussed in Principle 1.4) into a public
wallet would constitute a breach of this principle. The key re-
sponsibilities related to NFT projects in this area are better dealt with in
Principle 2.9, which follows.

Principle 2.9 Design and implement systems that are robustly and usably
secure

Blockchain security is complex but operates on several levels — the
cryptographic, the infrastructural, and the socio-technical. At the cryp-
tographic level, it uses well-known algorithms that are currently best
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practice in security. However, at the infrastructural level, there are more
complex pathways that are required to ensure protection from malicious
actors, such as Sybil attacks, 51% attacks, and other network-level at-
tacks (Aggarwal et al., 2021; Orcutt, 2018b)). While these are well
known potential problems for blockchain, the solutions to them are
generally where discussions about security in blockchain ends (Orcutt,
2018b). The lock of usability of blockchain, as discussed several times
before, precludes usable security as required by this principle, which has
led to problems involving smart contracts, bridges between blockchains,
wallet implementations, and other efforts at developing the blockchain
beyond its simplest form. Much of this development has recentralised
the socio-technical systems and brought with them opportunities for
exploitation of the speed at which these implementations have been
built (to keep up with the hype), the lack of expertise involved (see
Principle 2.6), and the ignorance of the userbase as to the underlying
technological implications (see, e.g. the misunderstandings over the
smart contracts discussed previously in several sections). Nabben (2021)
argues that there are “trust and security shortcomings at the micro and
meso-organisational levels” in blockchain and that the “code is law”
approach is insufficient to provide the appropriate level of security for
most users. While security issues at all levels are often addressed, with
the immutability of the blockchain technology, sometimes this requires
more complex solutions than an upgrade or bug fix — for example, “hard
forks” or complete withdrawals of NFT projects (as discussed earlier in
Principle 2.1). Similarly, all too often, the damage is already done, as
was seen in the Axie Infinity hack, and users have little recourse to claim
damages or reimbursement of funds (Kale, 2021, 2022). It is clear here
that adherence to this principle is poorly thought through at a
socio-technical level, and often implemented after significant harms are
already done.

The final statement of Principle 2.9 is that “in cases where misuse or
harm are predictable or unavoidable, the best option may be to not
implement the system”. Many of the examples throughout this analysis
would fit into this category; though some could be better mitigated by
more thoughtful implementation of security and harm avoidance. With
the fallout from the mid-2022 crypto crash playing out as of writing, and
the numbers of hacks registered on the “Web3 is going just great”
website (White, 2022a), it is clear to see that many of these systems do
not adequately adhere to this principle.

Section 3: professional leadership principles

This section will be dealt with holistically, as it mostly concerns
higher level responsibilities that leaders bear within their organisations
and may not apply to all professionals within the NFT development
space.

As with Principle 1.1, the key message within this set of principles is
to ensure that people are always the central concern within computing.
Section three (3.1) reiterates this requirement in terms of ensuring that
projects keep the public good as a key consideration when “evaluating
tasks associated with research, requirements analysis, design, imple-
mentation, testing, validation, deployment, maintenance, retirement,
and disposal” (Gotterbarn et al., 2018). It is clear from the previous
analysis that, for the most part, this does not happen within the NFT
space. NFT projects are largely driven by the desire to make money
before anything else, often with over-exaggerated returns on investment
and other exploitative practices engaged in to develop hype and
encourage investors. We have seen how the nature of the blockchain
prevents adequate testing and validation, causing problems for
deployment; similarly so with maintenance and retirement of
blockchain-based technologies — the immutability of the blockchain
means that it is very hard to practically implement these vital aspects of
ethical technology development and deployment in a fair and equitable
way; the alternative is, for most blockchains, the hard shut down of the
blockchain involved or the blocking of trade on that blockchain by
exchanges.
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The leadership principles also encourage projects to be transparent
and of high quality (3.2) — the pseudonymity largely employed by teams
developing NFT projects is encouraged by the platforms and part of the
“decentralised” ethos and original goal for anonymity of the underlying
cryptocurrency projects precludes full transparency. The unmasking of
the founders of the Bored Ape Yacht Club caused much consternation
within the NFT world; but the ability to do due diligence prior to
investing large amounts of money is a fairly standard requirement for
trust and accountability (Notopoulos, 2022) — though crypto project
founders such as Soona Amhaz suggest that pseudonymous companies
that use blockchain technologies are more transparent than most com-
panies as all transactions are published on the blockchain (Notopoulos,
2022). While this might be helpful for companies that have only ever
used blockchain, it doesn’t solve the issue of the founders themselves or
companies that have operated prior to blockchain technologies. Other
issues to do with transparency discussed earlier include the issues of
misrepresentation (e.g. in Principle 2.2) of blockchains such as Polygon
as being environmentally friendly, when in reality they relied on the
energy-intensive pre-Merge PoW Ethereum chain. NFT projects that
charity-wash the underlying problems that exacerbate poor investment
decision making by ignorant and/or vulnerable people also violate these
requirements for transparency (as discussed in Principle 1.1).

Systems modification and retirement has a special section in this set
of principles as well (3.6) — the “rug pulls” and other scams that have left
people wondering where their investments have gone are notably
problematic in this regard. However, in the mid-2022 market crashes,
we have also seen problems for entire blockchains and platforms such as
stablecoins (e.g. Terra/Luna (Song, 2022)) or crypto exchanges and
investment platforms (e.g. Voyager (Shubber, 2022)) — where graceful
migration for users have not been thought about, let alone implemented.
The assumption that the blockchain will continue forever is presupposed
by most initiators of blockchains; no contingencies have been made for
owners of NFTs should the blockchains carrying these be shut down.
This is problematic because if those blockchains start to hold informa-
tion more important than ownership of art or other collectibles, then it
could lead to the loss of that data. Similar problems emerge if usable
NFTs stop being supported by the companies that implemented the
utility of them, especially if these assets were touted as being “portable”.
With portability a key selling point, it is key to examine the claims made:
while there is no implicit ethical issue with being able to take assets from
one game to another, there are significant technical issues that appear to
be largely hand-waved over by crypto enthusiasts. So far, there are no
games that successfully implement portability between companies, let
alone with assets from different game engines; and this is even before
dealing with the intellectual property rights involved. And “traditional”
gamers are not enthusiastic about NFTs: for example, in Ubisoft’s Ghost
Recon Breakpoint, cosmetic assets sold through their Quartz NFT market
(based on the Tezos blockchain) or earned through gameplay was a
complete flop — with almost no interest (Tassi, 2021). Ubisoft stopped
supporting the NFTs and developing the game further, leaving those
players with the much hyped collectibles without any demand for them.
This, however, strikingly illustrates the key issue with NFT assets in
games — portability, even for simple cosmetic items, requires a lot of
overheads by game developers, including legal and intellectual property
agreements, translation into different art styles (if not engines), and
other implementation complications that is likely to be a barrier to this
desired portability. Additionally, functional assets such as weapons etc.
would need to be balanced appropriately in games other than the ones
they were developed for. Finally, when thinking about the end of life of
NFT assets, the ACM Code states that developers should “investigate
viable alternatives to removing support for a legacy system. If these
alternatives are unacceptably risky or impractical, the developer should
assist stakeholders’ graceful migration from the system to an alterna-
tive” (Gotterbarn et al., 2018). Understanding what this means for those
who spent time and/or money gaining desirable assets is complex.
Multiplayer games such as action games/looter-shooters etc. rely on
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“seasons” or expansions which render players’ previously earned gear
largely obsolete. How does this work for NFT assets that are supposedly
earned and worth money? As with the non-game NFT market, the
“greater fool” left holding the asset will likely be upset with having spent
money prior to a planned obsolescence of that asset (which also, don’t
forget, cannot be updated once it is on the blockchain due to immuta-
bility of NFT smart contracts). This ultimately links in with the issues
surrounding Dishonesty as discussed above. Promising portability, use-
fulness, etc. of items (whether cosmetic or functional) is likely to end up
being problematic for both developer and player.

Finally, with the push toward basing the next iteration of internet
user experiences on blockchain and NFTs (Web 3.0 or metaverse,
depending on who is talking about it), it is vital that companies involved
in this transition (if it happens) take note particularly of Principle 3.7
“Recognize and take special care of systems that become integrated into
the infrastructure of society”. So far we have not seen much to be
confident that companies have the public good as their key interests in
moving toward this potential future; this will need to change rapidly as
“as the level of adoption changes, the ethical responsibilities of the or-
ganization or group are likely to change as well”, and particularly
focusing on access to systems “for those who may have been excluded”
(Gotterbarn et al., 2018). This includes financial exclusion as well as
technical; with the potential for transactional-based forms of service
provision excluding those without the capital to establish themselves
within the service (or who might need to “buy in” through other means,
e.g. giving away personal information, labour, etc. as was done in Axie
Infinity).

Ultimately, if NFT markets settle down and the companies involved
become more established beyond the initial hype, a great deal more
work is needed for them to become ethically responsible in their work
toward the public good. Arguably, with an initial set up that relied on
exploiting vulnerable people (through investment or labour or other-
wise), this is largely impossible, but there may be a second generation of
companies that wish to avoid these issues, in which case their leaders
must take on these principles responsibly and ensure that their offerings
remain open, fair, transparent, and well-planned rather than jumping on
a hype-led bandwagon that only offers hypothetical futures.

Recommendations and conclusion

This paper has examined the background, implementation, and
multiple examples of NFT development, deployment, and use across
different application vectors, according to a professional ethics frame-
work — the ACM Code of Ethics (RQ2). The ethical issues that arise are
summarised in the recommendations below, where mitigating factors
are suggested, but include issues of harm, well-being, discrimination,
fairness, intellectual property rights, privacy, quality of work, compe-
tence of those involved, legal issues, the ability to give and receive
critical review, lack of education for users, personal gain over public
good, security, maintenance and end-of-life for NFT ecosystems, and
ensuring the public good is the key concern when developing, deploy-
ing, and maintaining NFTs. Further research should monitor the future
claims of NFT proponents, particularly when it comes to the environ-
mental impact of post-Merge Ethereum based NFTs, the privacy and
security aspects of NFT-based infrastructure, and future solutions to
some of the problem raised above that have been mooted but remain
unimplemented or currently impossible given existing technology.

In terms of RQ1, whether NFTs are ethical technologies, ultimately,
it is recommended that NFTs are avoided. Instead, traditional technol-
ogies should be used to create the experiences desired, which are likely
to result in no significant loss to the average user (other than those who
want to speculate using the cryptocurrency underlying the NFT). How-
ever, should a company find a use case that has absolutely no other
technical method for implementation other than NFTs, some key rec-
ommendations (RQ3) emerge from the analysis and discussion above,
with links to some of the relevant principles included.
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These key recommendations are, to respond to RQ3:

1) If NFTs must be used, and there is no other technical way to deliver

the desired experience, avoid public blockchains that rely on envi-

ronmentally destructive methods for validations (Principles 1.1, 1.2,

2.3, 2.5).

If NFTs must be used, have a plan for long-term support of any NFTs,

whether aesthetic or functional, and/or have a way for players to exit

ownership gracefully in a fair and equitable way (Principles 1.4, 3.6,

3.7).

If NFTs must be used, have a plan in place for potential for regulation

of this space. We are already seeing NFTs being regarded as invest-

ment securities and other financial assets that are more heavily
regulated than traditional collectibles. Be realistic, open, and trans-
parent about the potential for returns on investment, and respect the
spirit of regulation and existing laws as well as their word (Principles

1.3,1.5, 2.3, 3.2, 3.7).

If NFTs must be used, ensure that smart contracts and platforms are

developed to an extremely high quality, and have test spaces that

allow for appropriate testing (whether this is possible may be a

stopping point for the project). Be realistic and transparent with

potential users with roadmap deliverables and timelines and consult

with experts in milestones prior to planning (Principles 1.1, 1.3, 2.1,

2.2,2.4,2.6,2.7,3.1,3.2, 3.6, 3.7).

If making a NFT game or application that is advertised as “play to

earn” or “play and earn”, ensure that the most vulnerable players are

not exploited by other players, that they are protected from fraud,
hacks, and volatility of the underlying cryptocurrency, and that any
other potential risks are appropriately consented to (and not just
disclosed). Similarly, if your platform requires some kind of “buy in”
to engage with it, ensure that those who might be left out have some
other means of entry that does not involve them being exploited

(Principles 1.1, 1.2, 1.3, 1.4, 2.7, 3.2, 3.6, 3.7).

Be wary of storing personal, confidential, and other sensitive data on

a public blockchain, even if encrypted. Consider the worst-case

scenario if that encryption were to be broken or keys stolen, and

whether that data may need to be updated or deleted (and not just
appended to) in the future. Also be wary of “link rot” for hyperlinks
stored in NFTs, of the potential impact of poor smart contract pro-
gramming, and of the potential of your NFT project to be used for

harassment purposes or illegal material (Principles 1.6, 1.7, 2.8, 2.9,

3.1, 3.7).

7) Consider the risks to your company of engaging with the NFT space:
alienation of the user and developer base, changing what it means to
engage in your company’s product - e.g. for playing games,
removing the “fun” aspect, especially for vulnerable people, or
turning it into a vector for exploitation by those with capital, po-
tential for hacking and fraud, and other risk factors such as IP rights,
regulation of crypto-assets, etc. (all Principles).

2)

3)

4)

5

—

6)

Reflection using an approach such as the ACM’s Code of Ethics
should be a key part of engaging in the setup and planning of any NFT
project. Inability to fulfil any of the above recommendations or a more
in-depth analysis may well make the project impossible. Developing a
responsible, ethical approach to the project requires the flexibility to not
engage in development of an NFT-based project should it become
impossible to find a way to solve or mitigate the ethical responsibility.
Reflection at too late a stage will likely lead to financial or momentum
pressure on continuing with the project. Therefore, this should be an
initial step and engage with a wide variety of stakeholders in order to
ensure that pre-existing biases can be exposed and mitigated along the
way. Finally, as stated at the beginning of the ACM Code, the above
recommendations are not a replacement for specific ethical reflection on
a project, but as a starting point: “when thinking through a particular
issue, a computing professional may find that multiple principles should
be taken into account, and that different principles will have different
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relevance to the issue. Questions related to these kinds of issues can best
be answered by thoughtful consideration of the fundamental ethical
principles, understanding that the public good is the paramount
consideration” (Gotterbarn et al., 2018). Only through an honest anal-
ysis of the specific project, with the public good (rather than the
deployment of the project) kept at the forefront, will there be a possi-
bility for an ethical NFT project.
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